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Enhanced Security Services - Web Application Scanning 

1 Overview of the Service 

This service provides automated web application security scanning to search Client web applications to identify 

vulnerabilities to prevent unauthorized access to data. The web application security scanning service provides 

automated crawling and testing of custom web applications to identify some vulnerabilities, such as cross-site 

scripting (XSS) and SQL injection. 

2 Client Responsibilities 

(a) Provide list of applicable URLs to be protected by this service. 

(b) Client must agree to required end user terms and conditions for use of this service.  

3 Service Specific Operations 

Task Description 

Web Application Scanning Per root URL scanning by an automated security system 
to identify web application vulnerabilities and code 
exploits.    

Payment Card Industry Data Security Standard 
(PCI-DSS) Scanning 

Annual PCI scan report of in scope external URLs. 
Note: Scan provided by an ASV approved provider. 

Web Application Scanning Reporting Reporting will be configured for monthly reports by 
default and supplied to the Client.  An initial report will 
be supplied during Transition. 

For additional service enhancements refer to Vulnerability Scanning and Management service 

description. 

4 Supported Environments 

(a) NTT managed client on-premises data center 

(b) NTT managed private and public cloud 

5 Out of Scope 

(a) Direct access to Web Application Scanning dashboard.  Not Client accessible.   

(b) Direct access to Web scanning Schedule.  Not Client accessible. 

(c) Enhanced Security is not a standalone offer, and can only be sold when standard security is part of the 

solution.   

Service Specific Terms and Conditions 

Subject to the limited rights expressly granted hereunder, NTT and WAS, its licensors reserve all of their right, title and interest in and to the WAS Services including 

all of their related intellectual property rights. No rights are granted to Client hereunder other than the use as expressly set forth herein. 

Client shall not (i) modify, adapt, alter, translate or create derivative works of the WAS Services or Documentation; (ii) reverse engineer, reverse assemble, disassemble, 

decompile or otherwise attempt to decipher any code used in connection with the WAS Services and/or any aspect of NTT or the WAS technology; (iii) access and/or 

engage in any use of the WAS Services in a manner that abuses or materially disrupts the assets, networks, security systems, of any third party; (iv) rent, lease, loan, 

or use the WAS Services to a third party via timesharing or as a service bureau; (v) market, offer to sell, sell, and/or otherwise resell the WAS Services to any third 

party; (vi) use the WAS Services other than in accordance with the Documentation; (vii) use the WAS Services to scan an asset, system or otherwise for which Client 

does not have the right or consent to scan; or (viii) remove, alter or obscure any proprietary notices on the WAS Services or any documentation. If Client is unable or 

unwilling to abide by a usage limit, then Client shall be liable for the fees for such excess usage. The WAS uses open-source software in its operation and Client grants 

permission for to use open-source software. Client will indemnify, defend and hold harmless NTT and its WAS provider against any claim, demand, suit or proceeding 

made or brought (including any damages, attorney fees and costs) against NTT or it’s WAS provider by a third party alleging or arising from Client’s use of the WAS 

Services in breach of this paragraph or not in accordance with applicable law, and Client may not settle any claim, demand, suit or proceeding unless it unconditionally 

releases NTT and WAS provider of all liability. 

Client grants NTT and NTT WAS provider Client’s consent to hosting, copying, transmitting, and displaying Client Data as necessary for WAS to provide the WAS 

Services, including without limitation, the provision of the standard support and the use of worldwide Affiliates to provide the WAS Services. Client grants to NTT and 

the WAS provider and its Affiliates a worldwide, perpetual, irrevocable, royalty-free license to use and incorporate into its services any suggestion, enhancement 

request, recommendation, correction or other feedback provided by Client or Users relating to the operation of WAS or the related services. NTT has no oblation to 

maintain the data after the subscription for the WAS service has ended. All WAS software and any related software must be uninstalled at the end of the subscription 

for service. Any End User agrees to abide by any End User terms and conditions required by the WAS provider. 


